Sextortion Scenarios

Scenario 1
Kiana was doing homework when she received an anonymous message with a picture attached.
Someone had used a picture of Kiana's face and photoshopped it onto a naked body. The person

threatened to disseminate the altered photo of Kiana unless she sent money to their account.

What is the issue? What are the potential impacts? What should Kiana do?

Scenario 2
Marissa's ex-boyfriend kept a nude image of her from when they were together. Now that they
have broken up, Marissa’s ex is threatening to share the pic with everyone in her school unless she

sends more nudes.

What is the issue? What are the potential impacts? What should Marissa do?

Scenario 3

Max has been flirting with James online for a few months. He thought the relationship might
progress to the next level, so he sent him a sexual video. It turns out that James is a middle-aged
man who is now threatening to distribute the video if Max does not meet him in person. Max is
afraid.

What is the issue? What are the potential impacts? What should Max do?
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